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ethical data use with accessibility is crucial for enabling evidence-based, equitable, and
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Abstract

The article explores the transformative potential of health data in improving population
health, highlighting its applications in prevention, personalized medicine, care quality, crisis
management, and equity. It emphasizes how digital technologies and data integration can
enhance clinical decision-making, reduce costs, and drive systemic efficiency. Despite these
benefits, strict privacy regulations—particularly in Italy—often hinder data reuse for research,
slowing innovation and limiting the impact of public health policies. The authors examine the
legal complexities surrounding the GDPR and national legislation, calling for more
harmonized and pragmatic frameworks. Case studies, such as the Finnish and Danish models,
demonstrate how data access can coexist with robust privacy protection. The chapter also
introduces synthetic data and secure data environments as promising solutions to circumvent
bureaucratic constraints while preserving privacy. It concludes with a call for centralized
coordination, infrastructure development (like the EHDS), and improved data linkage to
overcome the persistent “data gap” that impedes the measurement of important health
phenomena. Ultimately, the work argues that balancing ethical data use with accessibility is
crucial for enabling evidence-based, equitable, and innovative healthcare across Europe.
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“The utility of health information, research evidence and fnowledge
(collectively described as knowledge) is to better inform and thus empower
individuals and the public to mafke the right decisions regarding their health
and well-being; influence public bealth policy and decision making advance
the frontiers of knowledge to develop products and tools for the promotion,
maintenance, protection and restoration of health.”

The Commission on Health Research for Development

Introduction®

In the digital age, healthcare systems generate vast amounts of data every day—from electronic health
records (EHRs) to genetic information, clinical studies, and public health databases. When effectively
harnessed, this wealth of health data represents a remarkable opportunity to revolutionize healthcare
delivery and improve population health outcomes. By enabling researchers to study health trends, assess
treatment effectiveness, and identify patterns of disease spread, the proper use of health data can
enhance not only individual patient care but also drive systemic improvements across entire health

services.

The production, utilization, and strategic governance of health data have emerged as the true
transformative forces in contemporary healthcare systems. Far beyond the promise of digital tools
themselves, it is the generation, integration, and intelligent use of data that enables systems to become
more sustainable, equitable, and responsive. Health data—whether clinical, behavioral, environmental,
or genomic—forms the foundation upon which evidence-based decisions can be made, resources can
be allocated more efficiently, and interventions can be tailored to population needs. Digital
technologies, while instrumental, primarily function as data-generation engines, creating continuous
streams of information through tools like electronic health records (EHRs), wearable devices, mobile
health platforms, and telemedicine interfaces. Their value lies not solely in their functionality but in
their capacity to produce structured, interoperable, and timely data that can be analyzed and mobilized
to guide policy and clinical decisions (Topol, 2019; WHO, 2023).

When properly harnessed, this wealth of health data supports early-warning systems, predictive
analytics, and performance evaluation, thereby improving surveillance and preparedness, especially in
times of health crises (OECD, 2021). Moreover, data-driven insights help address health inequities by
identifying underserved populations and monitoring disparities in outcomes and access (Mehrotra et al.,
2020).

The personalization of care is also fundamentally a data-driven achievement. By integrating diverse data
sources—f{rom genomics to lifestyle metrics—health systems can shift toward precision medicine,
offering more targeted and effective treatment options (Torous & Roberts, 2017). Similarly, the use of

* This study was funded by the European Union - NextGenerationEU, Mission 4, Component 2, in the framework of the GRINS —
Growing Resilient, INclusive and Sustainable project (GRINS PE00000018 — CUP D13C22002160001). The views and opinions
expressed are solely those of the authors and do not necessarily reflect those of the European Union, nor can the European Union be
held responsible for them.



data analytics allows for cost control by avoiding redundant procedures, optimizing workflows, and
supporting preventive strategies. Operational improvements attributed to digital technologies—such as
streamlined documentation or remote consultations—are, at their core, outcomes of more effective
data management. For instance, interoperable EHRs and virtual care platforms have enabled up to 15%
gains in efficiency by ensuring that relevant patient data is available when and where it is needed
(McKinsey & Company, 2021).

There are at least three main reasons suggesting that we have reached a sufficiently mature moment to
unlock this value:

1. We are now more capable than ever of producing health data that is ready for use.

2. Innovation is driven by the need to deliver more healthcare services that are better than before
and to prepare for future crises with fewer resources, while simultaneously addressing
long-standing inequalities.

3. The experiences during the COVID-19 pandemic have shown that digitalization can make a real
difference.

Despite these achievements, we still face important problems in transforming this information into
knowledge and actions. This is what goes under the name of the “know-do gap” and, in our specific
case, refers to the persistent failure to translate available knowledge into actionable strategies that
improve health outcomes. This is related to the challenge of sharing and translating health information,
research evidence, or knowledge. In today’s digital era, this gap is increasingly driven not by a lack of
information, but by the inadequate exploitation of the vast amount of data already collected across
health systems. Despite the potential of electronic health records, administrative databases, real-world
evidence, and digital monitoring tools, these rich data sources often remain underused due to stringent
privacy regulations, legal uncertainties, and fragmented governance frameworks (Vayena et al., 2018;
Mittelstadt, 2019).

The paradox is that while health systems are data-rich, they are insight-poor. Much of the untapped
value lies in the inability to access, link, and analyze datasets across institutions and jurisdictions. Privacy
regulations like the General Data Protection Regulation (GDPR), while essential for safeguarding
individual rights, can become an obstacle when implemented without sufficient flexibility for research
and public health purposes (Shabani et al., 2018). Bridging this gap requires more than technical
solutions—it calls for a long-term commitment to strengthen data governance frameworks, build
cross-sectoral interoperability, and promote the responsible reuse of data. Strategic coordination
between data custodians, researchers, and policymakers is essential to convert health data into
meaningful, evidence-based action. Only by overcoming these barriers can we move toward a truly
learning and adaptive health system capable of addressing complex and evolving challenges. A close
linkage and coordination between fragmented domains such as information systems, health research,
and knowledge management is viewed as an essential step in this process.

Ultimately, health data—its production, curation, sharing, and reuse—must be recognized as the
backbone of modern healthcare systems. While digital tools are instrumental in capturing and managing
this data, it is the strategic governance and intelligent application of data that drives genuine innovation
and value. Health systems that are “data mature”’—meaning they possess the capabilities to collect
high-quality ~ data, ensure interoperability, apply analytics, and support data-informed
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decision-making—consistently outperform others in efficiency, responsiveness, and health outcomes
(Kelley et al., 2019; OECD, 2021). Moreovet, the reuse of health data for secondary purposes, such as
public health surveillance, policy evaluation, and research, can generate significant returns by
accelerating scientific discovery and informing population-level interventions (Rothstein, 2015). For this
potential to be fully realized, there must be not only investments in infrastructure but also robust
frameworks for ethical data sharing, privacy protection, and cross-sector collaboration (Vayena et al.,
2018; Knoppers & Joly, 2022). In this view, health data becomes a strategic asset, essential not just for
treating patients, but for building resilient, equitable, and learning health systems that continuously
adapt and improve over time (Friedman et al., 2017).

1. Why the Use of Health Data Is Important in Today’s Healthcare

As mentioned in the introduction section, the use of health data has become a cornerstone of modern
healthcare systems, revolutionizing how medical decisions are made, how resources are allocated, and
how public health challenges are addressed (Appari et al.,, 2010). In an era shaped by demographic
shifts—most notably aging populations—and the rising incidence of chronic diseases, the capacity to
collect, analyze, and apply health data is increasingly critical for the sustainability, quality, and efficiency
of healthcare delivery. Technological advancements, particularly in artificial intelligence (AI) and big
data analytics, have significantly expanded the capabilities of health data, offering transformative
potential in personalized medicine, predictive modeling, and evidence-based intervention strategies
(Rehman, Naz, & Razzak, 2020). The integration of electronic health records (EHRs), genomic data,
and real-time monitoring devices not only strengthens individual clinical care but also fuels large-scale
research initiatives targeting multifactorial diseases (Longitools Consortium, n.d.).

Along these lines, Bailey, Currie, and Schwandt (2024) highlight that using individual-level data not only
deepen our understanding of health trajectories but also illuminate long-term economic outcomes such
as labor market participation, income dynamics, and intergenerational mobility. Their work
demonstrates that early-life health shocks and neighborhood-level exposures have measurable
consequences on adult economic productivity and social welfare dependence. This evidence
underscores the value of linking health and socioeconomic data longitudinally, but it also suggests the
untapped potential of real-time data systems. If policymakers could access and analyze individual data
streams as events unfold—such as school absences, hospital admissions, or localized environmental
stressors—they might anticipate and mitigate negative economic trajectories with targeted,
time-sensitive interventions. In this sense, real-time data integration would not only support
personalized medicine but also enable dynamic and more equitable health and economic policymaking.

Beyond individual patient outcomes, health data serves as a strategic asset in advancing public health,
especially in disease prevention and emergency preparedness. The COVID-19 pandemic made clear the
indispensable role of real-time data in tracking disease progression and informing dynamic policy
decisions. The work by Chetty et al. (2020) illustrates how real-time, high-frequency individual data,
drawn from private sector sources such as credit card processors and payroll firms, can be used to
uncover the immediate economic consequences of public health crises. Their analysis of the COVID-19
pandemic revealed how consumer spending, employment, and small business revenue reacted sharply
and unevenly to the spread of the virus and associated public health interventions—well before
traditional statistics could capture these shifts. This approach highlights the transformative potential of
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real-time data not only for understanding economic outcomes but also for informing health policy
decisions with economic foresight. If real-time data infrastructures were more tightly integrated with
public health systems, they could support more agile, spatially targeted interventions—balancing
economic risk and health protection. In this way, individual-level data become a critical lever not only
for epidemiological monitoring, but also for anticipating and managing broader socioeconomic
disruptions, ultimately enabling more responsive and equitable health and economic policy. Within the
framework of Learning Health Systems (LHS), health data is continually leveraged to refine medical
practices and elevate patient outcomes through iterative feedback loops (McLachlan, Dube, &
Gallagher, 2018). However, while the benefits of health data are substantial, they are accompanied by
complex ethical, legal, and social challenges. Concerns around data privacy, ownership, consent, and
potential misuse must be carefully navigated to maintain public trust and ensure equitable use
(BaHammam, 2023). Thus, the path toward effective integration of health data into contemporary
healthcare systems requires not only technical innovation but also robust governance frameworks that
prioritize ethical responsibility.

This section examines the multifaceted role of health data in shaping healthcare today, emphasizing its
capacity to enhance decision-making, optimize resources, and promote health equity, while
acknowledging the risks that must be managed in its application.

1.1 Early Detection and Prevention

Health data plays a fundamental role in the eatly detection and prevention of disease, serving as a
critical tool for reducing morbidity, improving clinical outcomes, and minimizing healthcare costs. The
capacity to collect and analyze large-scale health datasets, including electronic health records (EHRs),
biometric monitoring, and population-level databases, enables researchers and clinicians to identify
subtle physiological and behavioral changes that may signal the onset of chronic diseases such as
diabetes, cardiovascular disease, and certain cancers (Topol, 2019; Chen et al., 2022). For example, data
from wearable devices—which monitor metrics such as heart rate variability, sleep quality, blood
pressure, and physical activity—are increasingly being used to flag early warning signs in real-time.
These insights allow for proactive interventions, helping clinicians deliver preventive care before disease
symptoms escalate, particularly in high-risk populations (Steinhubl et al., 2015; McKinsey & Company,
2021).

Beyond individual-level prevention, health data enables researchers to analyze risk factors across diverse
populations, facilitating a deeper understanding of social, environmental, and genetic determinants of
health. These insights inform public health strategies, such as targeted screening programs, behavioral
interventions, and resource allocation, which can mitigate risks and promote healthier lifestyles on a
community-wide scale (Khoury et al., 2018; Marmot et al., 2020). Thus, by harnessing the predictive
and diagnostic power of data, health systems can transition from reactive to preventive care models,
ultimately enhancing population health and equity.

1.2 Personalized and Precision Medicine

One of the most promising and transformative applications of health data lies in the domain of
personalized and precision medicine. This approach utilizes detailed, individual-level data—including
genomic profiles, clinical histories, environmental exposures, and behavioral factors—to tailor
diagnostic, preventive, and therapeutic strategies to the unique characteristics of each patient. The
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integration of such heterogencous data enables healthcare providers to move beyond the
“one-size-fits-all” model and deliver care that is both more targeted and more effective (Collins &
Varmus, 2015; Torkamani et al., 2018).

In oncology, for instance, treatments are increasingly based on the molecular and genetic makeup of
specific tumors. This has led to significant improvements in treatment efficacy and a reduction in
adverse effects, as therapies are aligned with the biological behavior of the cancer in a given patient
(Ashley, 2016). Moreover, by reducing the reliance on trial-and-error prescribing and minimizing
ineffective interventions, precision medicine can contribute to cost savings and more efficient resource
utilization across health systems (Ginsburg & Phillips, 2018). As health data becomes more
comprehensive and interoperable, the potential for real-time learning and adaptive treatment
refinement will only increase. This data-driven evolution stands to redefine not only how diseases are
treated, but also how they are prevented and understood at a population level.

1.3 Improving the Quality of Care

Health data provides valuable insights into the quality and effectiveness of healthcare services. By
systematically analyzing data on clinical outcomes, hospital admissions, treatment efficacy, and patient
satisfaction, healthcare providers and researchers can identify inefficiencies, uncover patterns of
suboptimal care, and implement targeted improvements (Kruk et al., 2018; Dixon et al., 2016). This
evidence-based approach enables the continuous monitoring of health system performance, allowing
for benchmarking against standards and peers, and supporting the shift toward more accountable and
transparent healthcare delivery (Berwick et al., 2008).

One example of data-driven quality improvement is the analysis of hospital readmission rates. By
identifying the underlying causes of avoidable readmissions, health systems can implement preventive
strategies, improve discharge planning, and enhance continuity of care (Jencks et al., 2009). Health data
can also expose disparities in access, outcomes, and service utilization across different demographic
groups, helping systems address inequities and ensure that all populations receive high-quality care
(Artiga et al., 2020). Importantly, the use of health data supports a transition from volume-based to
value-based care, where performance is judged by health outcomes rather than service quantity. This
model promotes more efficient use of resources, better patient experiences, and improved population
health (Porter, 2010).

1.4 Predicting and Managing Public Health Crises

The COVID-19 pandemic demonstrated the vital role of real-time health data in managing public
health emergencies. Access to up-to-date information on infection trends, hospital capacity, and vaccine
deployment enabled authorities to make evidence-based decisions on containment strategies, resource
distribution, and vaccination campaigns (Scudellari, 2020; Salathé et al., 2020). Data-driven models were
instrumental in slowing the virus’s spread and preventing healthcare system collapse in many regions.

Looking ahead, health data will remain essential for anticipating and responding to future crises.
Predictive analytics based on historical and real-time data can identify patterns in disease transmission,
supporting early interventions and more accurate epidemiological forecasting (Chinazzi et al., 2020).
Global integration of health data, paired with early-warning systems, could facilitate rapid detection of



emerging pathogens, giving governments critical lead time to implement containment measures
(Kraemer et al., 2020).

1.5 Promoting Health Equity

Health data is a key resource for detecting and addressing health disparities. By integrating information
on social determinants—such as income, race, education, and geography—with clinical outcomes,
researchers can uncover the structural and environmental drivers of health inequities (Bailey et al.,
2017). For instance, data analysis may reveal that asthma prevalence is higher in low-income
neighborhoods due to poor air quality, guiding targeted interventions like pollution control and
enhanced access to care (Artiga & Orgera, 2019).

Using this knowledge, policymakers and healthcare providers can design equitable health interventions,
such as expanding services in underserved areas and tailoring prevention programs to the needs of
vulnerable communities (Marmot et al., 2020). The responsible use of such data ensures that
interventions are inclusive and aligned with diverse population needs, promoting fairness and

improving population health outcomes (Braveman et al., 2011).

1.6 Advancing Research and Innovation

Health data is an invaluable asset for accelerating medical research and driving innovation. Large,
high-quality datasets enable studies with broader scope and greater statistical power, supporting
discoveries in diagnostics, therapeutics, and public health strategies (Lo & DeMets, 2016). Merging
real-world data with clinical trial results enhances external validity and enables the evaluation of

treatment performance in routine settings (Sherman et al., 2010).

In particular, the rise of artificial intelligence (AI) and machine learning has expanded the potential of
health data. These technologies can process vast datasets rapidly, identifying complex associations that
may elude traditional analysis. Al is increasingly used for drug discovery, patient risk stratification, and
disease prediction, enhancing the precision and speed of innovation (Esteva et al., 2019; Topol, 2019).
By unlocking new insights, data-enabled research is reshaping how health challenges are addressed.

1.7 Challenges and Ethical Considerations

Despite these benefits, the use of health data raises significant ethical and privacy concerns. Protecting
patient confidentiality, securing informed consent, and ensuring transparency in data collection and use
are foundational to public trust (Floridi & Taddeo, 20106). Strong data governance, guided by principles
of fairness, accountability, and transparency, is essential to safeguard against misuse and ensure
responsible innovation (Vayena et al., 2018).

Moreover, balancing data accessibility with privacy protection remains a core challenge. Policies must
enable data sharing for societal benefit while preserving individual rights. Ethical frameworks and
technical safeguards—such as anonymization, data minimization, and secure data environments—can
help strike this balance (Shabani et al., 2018). Ultimately, advancing data-driven healthcare requires an
ongoing commitment to both innovation and ethical responsibility.



2. Protecting Privacy, Delaying Progress? Health Data Regulation
and Its Effects on Population Well-being

Health data, when effectively used, holds the potential to revolutionize healthcare by enhancing disease
prevention, diagnosis, and treatment. However, the use of personal health information entails inherent
risks related to privacy and security. To mitigate these risks, numerous countries have implemented
strict privacy regulations. While these laws are essential to safeguarding individual rights and
maintaining public trust, they can simultaneously restrict researchers’ access to critical health data,
potentially impacting public health outcomes (Vayena & Blasimme, 2017; Mittelstadt, 2019).

2.1 The Importance of Privacy Regulations

Privacy regulations such as the Health Insurance Portability and Accountability Act (HIPAA) in the
United States and the General Data Protection Regulation (GDPR) in the European Union are
designed to ensure that personal health data is processed with the highest ethical standards. These
frameworks protect patients from data breaches, unauthorized access, and misuse, encouraging
individuals to share their health information more openly, thereby improving the quality of care and
research participation (Gostin et al., 2019). Moreover, transparency provisions in these regulations
empower patients by informing them about data usage and granting them control over their personal
information (Shabani & Marelli, 2019).

2.2 Challenges for Researchers

Although privacy regulations are crucial for protecting patients, they also pose significant challenges for
researchers who rely on access to health data to conduct studies that benefit public health. These laws
often restrict access to large datasets or impose stringent requirements for anonymization and
de-identification, which can slow down research or prevent certain studies altogether (Shabani et al.,
2018). Researchers may be required to undergo lengthy approval processes or obtain explicit consent
from individuals before accessing their health data. This can delay study initiation and reduce sample
sizes, making it difficult to draw statistically significant conclusions. In cases where consent is
impractical—such as retrospective studies or research involving large populations—researchers may be
denied access to vital data (Porsdam Mann et al., 2016). Furthermore, while de-identification is
necessary to protect privacy, it can reduce data utility by removing crucial contextual details such as age,
location, or socioeconomic background, which are essential for studying health disparities and social
determinants of health (Mello et al., 2018).

2.3 Impact on Population Health

Restrictions imposed by privacy regulations can have a direct impact on population health. When
researchers lack access to comprehensive datasets, they may miss critical information on disease trends,
risk factors, and treatment effectiveness. This can delay the development of new therapies or public
health interventions, ultimately affecting health outcomes on a broad scale (Dove et al., 2017). The
COVID-19 pandemic underscored the importance of rapid data sharing for crisis management;
countries with more flexible data governance frameworks responded more swiftly and effectively
(Salathé et al., 2020). In countries where privacy laws were more restrictive, data-sharing efforts were
sometimes hampered, slowing the response and endangering lives. Moreover, restricted data access
hinders the ability to identify and address health disparities, exacerbating existing inequities and limiting
targeted policy responses (Bailey et al., 2017).



2.4 Balancing Privacy and Research Needs

The challenge for policymakers and healthcare organizations is to strike a balance between protecting
individual privacy and enabling the use of health data for research that benefits public health. Several
strategies can help achieve this equilibrium. First, ensuring that data is properly anonymized or
pseudonymized can help safeguard privacy while preserving research utility (Shabani & Marelli, 2019).
However, it is essential that the de-identification process does not eliminate information critical to
meaningful analysis. Second, developing clearer consent frameworks—such as broad consent models
that allow individuals to authorize the use of their data for multiple research purposes under secure
conditions—can streamline data access for researchers (Grady et al., 2015). Third, secure data-sharing
platforms that meet regulatory requirements can facilitate research without compromising patient
privacy. These platforms should include encryption, access controls, and audit mechanisms to ensure
that data is used only for authorized purposes (Knoppers, 2014). Fourth, engaging and educating the
public about the benefits of health data research and how their privacy is protected can build trust and
encourage participation. Transparency about data use and the measures taken to protect it reassures
individuals that their information is handled responsibly (Vayena et al., 2015).

As we will see, these strategies, while ambitious, are not merely theoretical: several Nordic countries
have already operationalized this balance through well-established frameworks that combine robust data
protection with high-quality, ethically governed data access for research—demonstrating that privacy
and responsible data openness can, in fact, successfully coexist in practice.

2.5 The Future of Health Data and Privacy Regulations

As healthcare becomes increasingly data-driven, privacy regulations must evolve to accommodate
emerging technologies like artificial intelligence and machine learning, which depend on access to large,
high-quality datasets (Topol, 2019). Future privacy frameworks must enable the ethical and secure use
of such technologies in health research. Emerging technologies like blockchain may also offer new ways
to create more secure and transparent systems for managing health data (Agbo et al., 2019). By giving
patients control over their own data and allowing them to selectively share it with researchers or
providers, these systems could enhance privacy while enabling valuable research. Ultimately, while
protecting privacy remains a fundamental obligation, rigid regulatory barriers must be addressed to
avoid stifling scientific discovery and delaying health innovations that could benefit society at large
(Floridi, 2020). By embracing secure data-sharing solutions, reforming consent models, and fostering
public dialogue, healthcare systems can achieve a sustainable balance between safeguarding rights and

advancing medical science.

3. The Legislation on Health Data in Europe: Does Privacy
Regulations Hinder Their Reuse?

The conduct of biomedical, clinical, epidemiological, and digital health research in Europe is
profoundly influenced by the GDPR legislation. The GDPR provides specific provisions for processing
sensitive health data for research purposes, such as the “research exemption” under Article 9(2)(j), but
its application is subject to interpretation by national and regional authorities, resulting in substantial
fragmentation across member states (Péloquin et al., 2020; Scheibner et al., 2020). This divergence
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manifests in variable consent requirements, differing standards for pseudonymisation and
anonymisation, and a lack of harmonized guidance for secondary data use, particulatly impacting
multicenter, cross-border, and registry-based studies (Péloquin et al., 2020; Scheibner et al., 2020;
Doetsch et al., 2021; van der Wel et al., 2019).

Empirical studies provide evidence of these regulatory barriers. Surveys and interviews with clinical
research stakeholders across the EU highlight persistent legal uncertainty, administrative delays, and
operational burdens arising from the interplay between GDPR, the Clinical Trials Regulation, and
national laws—obstacles often unrelated to crisis-specific measures such as those introduced during the
COVID-19 pandemic (Lalova-Spinks et al., 2022; Bak et al., 2023; Richards, 2022). In Finland, for
example, the implementation of stricter data access laws was associated with a 47% reduction in new
registry data permits, illustrating the measurable negative impact of privacy regulations on research
capacity (Briick et al., 2024).> Comparative legal analyses show that countries such as Portugal, Finland,
Norway, and the Netherlands impose widely varying requirements for the linkage of cohort and routine
health data, leading to administrative delays from as little as seven days to as much as 300 days (Doetsch
et al., 2021). Similarly, in Italy, restrictive and heterogeneous interpretations by data protection
authorities and ethics committees create uncertainty and have led to the suspension of epidemiological
projects, placing Italian researchers at a competitive disadvantage in European collaborative efforts
(Cagnazzo et al., 2023; Bisceglia et al., 2023).

The increasing focus on cross-border collaboration and data sharing, including international transfers
to non-EU countries such as the United States, has highlighted additional legal and operational
challenges. The uncertainty surrounding adequacy decisions—especially after developments like
Schrems II—and the complexity of applying Standard Contractual Clauses continue to impede
transatlantic research (Bradford et al., 2020; Lalova-Spinks et al., 2024; Molnar-Gabor & Korbel, 2020).
The rise of new EU acts and proposals, such as the Data Governance Act (DGA) and the European
Health Data Space (EHDS), further complicates the landscape. While initiatives like data altruism and
centralized data access bodies are intended to promote harmonization and data sharing, legal analyses
and stakeholder interviews suggest they may add new layers of uncertainty unless carefully coordinated
and clarified (Lalova-Spinks et al., 2023; Slokenberga, 2022; Rak, 2024).

Opverall, the literature demonstrates a persistent disconnect between the theoretical flexibilities available
under the GDPR and the fragmented, often burdensome reality faced by researchers in practice
(Péloquin et al., 2020; Lalova-Spinks et al., 2022; Doetsch et al., 2021). Below we report in synthesis the
Key Mechanisms and Barriers Identified for a smooth utilization of the data:

e Legal Fragmentation and Divergence EU-level rules (GDPR, sectoral directives). These rules

allow broad “research exemptions” but are inconsistently interpreted and implemented at

national and even subnational levels, creating practical uncertainty and administrative burden

? It is worth mentioning that the analysis presented by Briick et al. (2024) may be misleading, as it appears to suggest that the
introduction of FinData led to a reduction in access. However, their study focuses solely on the immediate years following
the implementation of the service, without considering longer-term trends. Moreover, their comparison lacks robustness, as
it conflates hospital permits with other types of permits, thereby limiting the validity of their conclusions. Following
interaction with FinData, we got access to the number of applications and permits from 2021 to 2025, and the downward
trend discussed in Briick et al. (2024) did not show up.
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for researchers.’ Italy stands out as especially restrictive, with heterogeneous and sometimes
subjective interpretations by regional authorities and data protection offices, hampering
observational and epidemiological studies.

Consent and Secondary Use Challenges. Despite GDPR art. 9(2)(j) and “broad consent”
notions, many Member States—including Italy—still require narrow, project-specific consent,
re-consenting, or new ethics approvals for uses of existing data, particularly for registries and
biobanks. The lack of harmonized guidance leaves researchers exposed to variable criteria on
when consent can be waived or what technical/organizational safeguards suffice (Smit et Al.,
2023a,b).

Data Access and Administrative Delays. Substantial delays (ranging from weeks to years),
repetitive ethics/data-access reviews, and increased costs are empirically documented in
multi-country comparisons, especially for record linkage and registry-based studies (van der Wel
(2019), Doetsch et Al (2021)). Centralized data authorities (e.g. Finland) can ease linkage, but
new privacy acts have sometimes reduced data access rather than expanded it (van der Wel
(2019)).

Cross-Border & International Data-Sharing Barriers. Both intra-EU and transatlantic (EU-US)
research are hampered by uncertainty over adequacy decisions, Standard Contractual Clauses,
and shifting regulatory environments following Schrems II; these challenges are particularly
acute for health and genomic data (Scheibner et al., 2020; Bradford et al., 2020; Lalova-Spinks et
al., 2024; Molnar-Gabor & Korbel, 2020). Efforts toward harmonization remain elusive, and
European consortia are frequently required to undergo repeated legal review and technical
adaptation in response to divergent national and international data protection standards
(Lalova-Spinks et al., 2022; Bradford et al., 2020; Richards, 2022; Cathaoir et al., 2021;
Molnar-Gabor & Korbel, 2020).

Emerging Regulatory Trends (HEHDS, DGA, Data Altruism). The proposed European Health
Data Space (EHDS) and Data Governance Act (DGA) are intended to facilitate future
harmonization but currently introduce new ambiguities—such as the scope of Health Data
Access Bodies, data altruism organizations, and technical standards—and risk adding
complexity unless their implementation is thoroughly coordinated (Lalova-Spinks et al., 2023;
Slokenberga, 2022; Rak, 2024; Kertesz, 2024; Terzis & Santamaria Echeverria, 2023; Terzis,
2022). Initial stakeholder perspectives indicate skepticism that these frameworks alone will
rapidly resolve entrenched legal and operational fragmentation (Lalova-Spinks et al., 2023;
Richards, 2022; Slokenberga, 2022).

Ongoing reforms aim to address these issues, but empirical and conceptual studies emphasize the need

for further harmonization, streamlined administrative processes, and clearer EU-level implementation

guidance to ensure that regulatory protections do not continue to hinder vital health research across
Europe. The recent publication of the European Health Data Space (EHDS) Regulation in the Official

Journal of the European Union marks a pivotal development in the European Union’s efforts to create

a unified digital health ecosystem (European Commission, 2025). As part of a broader strategy to

enhance cross-border healthcare and stimulate data-driven innovation, the EHDS establishes a legal

framework for the access, exchange, and use of electronic health data across EU Member States. The

* This difference in interpretation is quite significant. For example, even within Finland, different ministries operate
under varying rules. Health data, overseen by the Ministry of Health and Welfare, is treated differently from
socioeconomic registers, which fall under the Ministry of Finance.
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Regulation aims to reinforce the EU’s leadership in digital health technologies while addressing urgent
systemic challenges such as population aging and healthcare workforce shortages (European Union,
2025).

From a theoretical perspective, a cornerstone of the EHDS is the empowerment of individuals through
greater control over their personal health data. Citizens will benefit from seamless access to their
medical records across borders, facilitating the delivery of high-quality healthcare anywhere within the
Union (European Commission, 2025). This patient-centered model promotes continuity of care and
ensures that individuals can exercise their health data rights uniformly throughout the EU. In addition
to enhancing primary care delivery, the EHDS supports the secondary use of health data—including
anonymized and pseudonymized information—for purposes such as scientific research, innovation,
public health planning, and evidence-based policymaking. These secondary uses are tightly regulated to
ensure compliance with the EU’s stringent data protection, ethical, and cybersecurity standards
(European Union, 2025).

The Regulation envisions a phased implementation strategy to ensure operational viability. It officially
enters into force on 26 March 2025, with data exchanges for the initial priority categories—such as
patient summaries—beginning by March 2029. By that time, rules on the secondary use of data will also
become applicable to most categories, and additional expansions are expected by March 2031
(European Commission, 2025). To support this complex rollout, over twenty Implementing Acts are
expected, alongside the establishment of dedicated EHDS governance structures. These will coordinate
with Member States, healthcare providers, researchers, and industry actors to promote adherence,
technical compatibility, and trust across national systems.

Ultimately, the EHDS Regulation signifies a foundational shift in how health data is conceptualized and
utilized in the EU. By balancing individual privacy rights with the societal benefits of data reuse, the
EHDS lays the groundwork for a secure, efficient, and innovative health system that is better equipped
to respond to current and future health challenges (European Union, 2025). This initiative stands as a
testament to the EU’s commitment to fostering a data-driven, inclusive, and resilient digital health

future.

4. Health Data in Italy: Privacy Regulations Hinder Their Reuse

The regulation of access to and use of health data in Italy has undergone significant evolution over the
past two decades, reflecting broader shifts at the European level as well as domestic legal, ethical, and
political considerations. Initially, Italy’s regulatory framework was built around strong privacy
protections, influenced by the enactment of the “Codice in materia di protezione dei dati personali”
(Personal Data Protection Code) in 2003 (Legislative Decree No. 196/2003). This Code established
detailed provisions for the handling of personal and sensitive data, including health data, emphasizing

informed consent, data minimization, and purpose limitation as key principles (Garante per la
Protezione dei Dati Personali, 2003).

The General Data Protection Regulation (GDPR), implemented in 2018, significantly reshaped the
Italian data protection landscape. While the GDPR introduced harmonized rules across the European
Union for processing personal data, including health data under its special categories (Article 9), Italy
adapted its national legislation through Legislative Decree No. 101/2018, which amended the 2003
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Code to align with the GDPR (Garante per la Protezione dei Dati Personali, 2018). However, Italy’s
Data Protection Authority (Garante per la Protezione dei Dati Personali) maintained a cautious and
often conservative approach, particularly concerning the secondary use of health data for research
purposes. This conservatism led to frequent requirements for explicit, project-specific informed
consent, even when the GDPR would have permitted broader consent models or derogations under
appropriate safeguards (Florindi et al., 2023).

As a result, researchers in Italy faced substantial administrative burdens and uncertainty. Delays in
obtaining approvals, divergent regional practices, and inconsistent interpretations of what constituted
adequate anonymization or pseudonymization often hindered the efficient use of existing health
datasets for scientific research. Comparative studies found that Italian researchers were disadvantaged
relative to their counterparts in countries with more streamlined health data governance models, such
as Denmark or the Netherlands (Gkotsi & Gasser, 2021).

In response to mounting pressure from the scientific community and in anticipation of the
forthcoming FEuropean Health Data Space (EHDS), Italy has initiated reforms to facilitate greater
access to health data while maintaining robust privacy protections. From 2024 onward, new guidelines
allow the reuse of health data without requiring prior explicit consent when contacting data subjects
would be impossible or would risk compromising the scientific objectives of the research (Garante per
la Protezione dei Dati Personali, 2024). In line with the GDPR, health data reuse must be based on one
of several recognized legal grounds, including explicit consent from the data subject (which must be
informed, freely given, specific, written, and revocable), contractual necessity related to care or
employment, protection of vital interests, public interest in the field of public health, or scientific
research (Regulation (EU) 2016/679). In such cases, researchers must conduct a Data Protection
Impact Assessment (DPIA) and publicly justify their decision-making processes, promoting
transparency and accountability. The DPIA remains mandatory whenever high risks to individual rights
and freedoms are identified, in compliance with Articles 35 and 36 of the GDPR. Depending on the
case—especially when intellectual property rights are concerned—the DPIA can be fully or partially
published and must be available for consultation by the Garante in cases of significant risk.

For institutions such as the IRCCS (Scientific Institutes for Research, Hospitalization, and Healthcare),
research activities are considered part of their core institutional functions (Garante per la Protezione dei
Dati Personali, 2022). Nonetheless, compliance with Article 9 of the GDPR, which prohibits the
processing of sensitive health data unless specific conditions are met, remains essential. When required,
consent must relate specifically to each research project and be renewed as needed.

At the European level, additional legislative initiatives have been launched to strengthen the broader
ecosystem for data sharing and security. The Data Governance Act (Regulation (EU) 2022/868),
currently active, establishes mechanisms for the safe sharing of public sector data, sensitive data, and
data held by companies for altruistic purposes. It introduces the concept of “data intermediaries” to
facilitate voluntary data sharing under trustworthy conditions (European Commission, 2022b). This act
sets the groundwork for fostering a European data economy by building trust between data holders and
users. The forthcoming Data Act, still under negotiation, aims to further regulate access and use rights
for data generated by connected devices and services, thus facilitating the functioning of data-driven
initiatives like the EHDS (European Commission, 2022b). The Data Act will address issues such as
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data portability, data access obligations, and fairness in contracts regarding data sharing, especially

critical for ensuring equitable participation of all stakeholders in health innovation.

Complementing these efforts are new regulations focused on cybersecurity. The NIS2 Directive,
adopted in December 2022, seeks to strengthen cybersecurity resilience across sectors considered
critical, including healthcare, by imposing more stringent security requirements and incident reporting
obligations on essential service providers (European Commission, 2023a). Furthermore, the proposed
Cyber Resilience Act aims to ensure that connected digital products and services meet mandatory
cybersecurity requirements throughout their lifecycle (European Commission, 2023b).

Given the increasing digitalization of healthcare systems, Italy is investing in technical infrastructure to
support secure data sharing environments that align with EU standards, such as the use of certified
secure processing environments where data cannot be downloaded, and access is limited to
pseudonymized information unless anonymization is impossible. These developments are intended to
prepare Italy for integration into the EHDS framework, which aims to create a unified European
system for primary and secondary health data use (European Commission, 2025).

Nevertheless, challenges persist. The Italian healthcare system’s decentralization into regional
administrations complicates efforts to harmonize practices nationwide. Variations in digital maturity,
interoperability of electronic health records (EHRs), and regional data governance policies continue to
create disparities in researchers’ access to health data (Osservatorio Innovazione Digitale in Sanita,
2023). Moreover, ongoing public skepticism about data sharing and privacy risks, partly fueled by
historical concerns over state data surveillance, necessitates continued efforts to build public trust
through transparency, engagement, and ethical governance.

In conclusion, the evolution of Italian regulation governing access to health data reflects a complex
balancing act between protecting individual rights and enabling scientific advancement. The vast
repositories of health data already collected and stored in databases by hospitals and clinical centers
represent a “gold mine” for scientific research—a potential treasure trove for advancing medical
knowledge and serving the public good. However, in Italy, much of this data remains inaccessible due
to what many researchers consider overly restrictive privacy protections. These regulations, though
well-intentioned in safeguarding individual rights, often prevent researchers from utilizing
already-available data, collected at no additional cost, for projects with no commercial interest but
significant societal benefit (Florindi et al., 2023; Shabani et al., 2018). Moreover, inconsistencies in the
approval processes for data access—even among institutions with similar characteristics—further
frustrate Italian researchers, who perceive themselves at a disadvantage compared to peers in countries
where data reuse protocols are more flexible (Vayena & Blasimme, 2017). Recent reforms, coupled with
the alignment to broader European digital strategies, signal a transition toward a more research-enabling
environment. Nevertheless, achieving the full potential of health data for innovation and public health
improvement will require not only regulatory updates but also deep systemic coordination,
infrastructure investments, and sustained efforts to promote public trust and ethical stewardship of
personal health information.
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5. The Digitalization of Healthcare in Italy: Where Do We Stand?

Centralizing health data (and services) at the European level requires foundational steps in digitalizing
the national healthcare system—steps that, despite the acceleration triggered by the pandemic and the
funding provided by the National Recovery and Resilience Plan (PNRR, Mission 6: “Health”), appear
to be progressing slowly. In Italy, one of the key drivers of healthcare innovation is the Electronic
Health Record (Fascicolo Sanitario Elettronico, FSE), which allows citizens to access their medical
history while enabling healthcare professionals to view patient information in a comprehensive way to
guide medical decisions.

Despite its potential, the FSE remains underutilized. According to the latest Digital Innovation in
Healthcare Observatory, only 38% of the population is aware of it, and just 12% knowingly use it.
Beyond awareness, one of the main inefficiencies lies in the lack of central coordination, which has
hindered integrated and consistent regional adoption. Healthcare is a matter of concurrent jurisdiction
between the State and the Regions in Italy. To date, regional governments have widely exercised
regulatory discretion, implementing national guidelines inconsistently and without a clearly defined
interoperability framework.

The PNRR has allocated specific investments (“Strengthening technological infrastructure and tools for
data collection, processing, analysis, and simulation”) to harmonize Regional Health Records and
ensure widespread adoption nationwide. The goal is to achieve interoperability and connect Italy’s
digital health infrastructure with the European dimension (MyHealth@EU), as outlined in the
forthcoming European Health Data Space (EHDS).

Interoperability and FSE management are already in motion. The next step, aligned with EU-level
planning, is to implement a new technological infrastructure under the Ministry of Health, through the
New Health Information System (NSIS), which will host Italy’s health data assets and enable advanced
analyses for the EHDS’s secondary purposes—namely, research, innovation, and health policy
development.

5.1 - PNRR Objectives and EHDS Implementation: The Need for Central Coordination

The PNRR stipulates that all Italian regions must adopt and implement the Electronic Health Record
system in accordance with standardized national criteria by mid-2026. This ambitious timeline will
require a strong push from the Ministry of Health and active cooperation from implementing bodies.
According to a study by The European House — Ambrosetti’s PNRR Observatory, as of December 31,
2022, only 6% of available funds had been spent and just 1% of projects completed. This resulted in
delays of over €20 billion in originally scheduled spending from 2020-2022. The Italian Court of
Auditors, in its second report on the PNRR, identified the health mission as one of the least advanced
in terms of expenditure, noting critical risks that could delay targets for the first half of 2023.

Even if deadlines are met, the EHDS regulation will only become applicable 12 months after its formal
entry into force. Given the lack of a coherent and uniform national health system, full implementation
in Italy remains unlikely without structural reforms. Adding to this challenge are growing calls from
some regions for greater autonomy over healthcare organization—an approach that may increase
quality for non-essential services but risks undermining national governance mechanisms.
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In this context, AGENAS (the National Agency for Regional Healthcare Services), acting as the
operational arm of the Ministry of Health in charge of digital healthcare transformation, must enhance
its guidance and oversight capacities. It must ensure that regional implementations align with national
goals, while remaining attentive to the European dimension and the EHDS criteria and standards.

The PNRR could serve as a strategic compass, outlining objectives that reflect a vision of healthcare
rooted in European integration. It represents a once-in-a-generation opportunity to transform Italy’s
healthcare system. However, this transformation will require strong political will, centralized leadership,
and robust governance mechanisms to coordinate digital health initiatives across all levels.

6. The “Data Gap” and the Challenge of Measuring Health
Phenomena

The collection of accurate and comprehensive health data is widely recognized as a fundamental
prerequisite for advancing, for example, the understanding of health inequalities, informing the design
of effective public policies, and evaluating the efficacy of health interventions. Nevertheless, a persistent
challenge within the healthcare sector remains the inadequacy of sufficiently detailed data necessary to
measure and analyze critical health phenomena. This deficiency not only impedes the progress of
empirical research but also exerts profound consequences on the policymaking process, given that
policymakers depend heavily on reliable data to identify and address disparities in health outcomes. The
absence of robust and integrated health databases substantially limits the capacity to uncover causal
mechanisms underlying health disparities, to monitor long-term epidemiological trends, and to
formulate targeted interventions aimed at mitigating vulnerabilities within specific population groups.
Inadequate data systems thus pose a significant barrier to the development of evidence-based policies
designed to promote health equity. Drawing upon recent scholarly contributions, the following analysis
explores the nature of the data gap in health research, assesses its impact on the comprehension of
health disparities, and evaluates its implications for the advancement of data-driven, equitable
policymaking.

6.1 - The Nature of the “Data Gap” in Health Research

The study of health outcomes inequalities relies on data drawn from administrative records, surveys,
and longitudinal studies. Yet, as Case and Kraftman (2024) highlight, many of the available datasets are
incomplete or lack key variables needed for comprehensive analysis. One major issue is the
fragmentation of data collection efforts. Many health surveys focus primarily on clinical indicators and
collect only basic economic data, while economic surveys provide detailed income and wealth
information but lack health variables. This division limits the ability to understand the interactions

between socioeconomic and health factors.

Another significant challenge is the difficulty of tracking health trajectories over time. For instance,
mortality data are often recorded long after the socioeconomic conditions that may have influenced
outcomes, making it hard to link deaths to earlier life circumstances and limiting the ability to draw
strong conclusions about long-term health determinants. Furthermore, studies focused on specific
causes of death or rare conditions often operate with small samples, which undermines statistical

significance and generalizability.
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Linking diverse datasets could provide a more complete picture of health disparities, but such efforts
remain limited. For example, Chetty et al. (20106) in the United States linked tax records with mortality
data to study the relationship between income, geographic location, and life expectancy. Their findings
revealed substantial life expectancy gaps between income groups and highlighted the importance of
economic conditions as health determinants. However, even large-scale studies face limitations, as many
administrative datasets lack fundamental variables like educational attainment or ethnicity—both

strongly associated with health outcomes.

6.2 - Challenges in Linking Health and Socioeconomic Data

A core obstacle in health inequality research is the challenge of linking individual health data with
long-term socioeconomic indicators. Ideally, this would involve merging census data with mortality
records to track health trajectories over time (Case & Kraftman, 2024). However, this approach is rarely
implemented systematically, and even when attempted, it often relies on small samples that limit
analytical depth.

Another recurring problem is ecological fallacy, where researchers infer individual health outcomes
from aggregate data. For instance, many studies use geographic units such as states or municipalities as
the level of analysis. While this can reveal regional disparities, it often misses individual-level variation.
Low-income individuals do not necessarily live in the poorest areas, and regions with high income
inequality may contain pockets of poverty within generally affluent communities. This complicates the
identification of causal mechanisms and highlights the limitations of relying solely on geographic data
(Andrasfay & Goldman, 2021).

Moreover, demographic variables such as race and education are not consistently recorded in health
databases, posing further challenges for research on health disparities. In the US., for example,
educational attainment has been included on death certificates only since 1989, allowing researchers to
explore growing mortality gaps by education level. Recent studies show that life expectancy has
declined among Americans without a college degree, particularly due to suicide, substance abuse, and
cardiovascular disease (Sasson & Hayward, 2019). However, such data practices are not widely adopted
in other countries, limiting international comparisons and broader insights into education-health
relationships.

6.3 - Implications for Policy and Decision-Making

The lack of comprehensive and integrated data has profound consequences for policymakers,
restricting the ability to design targeted and effective health interventions. Without accurate
measurements of health inequalities, it becomes difficult to identify vulnerable populations and
implement policies addressing the structural causes of poor health outcomes. For example, if existing
data fail to capture the long-term effects of childhood conditions on adult health, governments may

underfund early-life interventions despite strong evidence of their long-term benefits.

Likewise, the absence of detailed demographic information in health databases creates blind spots in
policy design. In many European countries, education level is not systematically recorded on death
certificates, hampering evaluations of how education influences health disparities. Improving the quality
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and granularity of available data is therefore essential to ensure that policy decisions are grounded in
robust evidence.

Additionally, the lack of demographic identifiers in mortality records—such as race and ethnicity—has
historically limited the UK’s ability to analyze health disparities among different population groups.
Only recently has the Office for National Statistics (ONS) begun to address this gap (Case & Kraftman,
2024). Similarly, missing education data in many European countries prevents the identification of
mortality trends by social class, further hindering the development of equity-focused health policies
(Mackenbach, 2019).

6.4 — Potential Solutions and Future Prospects

Addressing the data gap in health research requires a coordinated effort to improve data collection,
integration, and accessibility. A crucial step is expanding initiatives that link administrative data sources,
such as tax records, census data, and health registries. This approach would allow researchers to
conduct deeper analyses of health inequalities and assess the long-term effects of socioeconomic
factors on health outcomes.

Another key strategy is investing in longitudinal studies that follow individuals over time. These studies
provide valuable insights into the relationships between early-life conditions, socioeconomic status, and
long-term health. Longitudinal cohort studies, such as those conducted in the UK, offer a detailed
understanding of health trajectories and can help identify causal relationships that cross-sectional
studies cannot capture (Hendi & Ho, 2021).

Policymakers should also prioritize enhancing the granularity of existing datasets by ensuring that
critical demographic variables—such as education and ethnicity—are consistently recorded. This would
support more nuanced research into health disparities and enable the design of interventions tailored to
the needs of specific population groups. Finally, to avoid ecological fallacies, regional studies should be
complemented with individual-level analyses wherever possible.

In conclusion, the data gap remains a significant barrier to advancing health research and tackling
health inequalities. Incomplete datasets, fragmented collection efforts, and reliance on aggregate-level
analysis highlight the urgent need to improve data integration and expand longitudinal research.
Addressing these issues would empower policymakers to design more precise and impactful health
interventions, ultimately reducing disparities and improving population health. Investing in more
accurate data collection and analysis would enable governments and research institutions to base their
policies on solid, reliable evidence, contributing to the development of more equitable and efficient

healthcare systems.
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7. Best Practices in Europe: The Cases of Finland and Denmark

7.1 Accessing health registers in Finland: Findata

Access to individual health register data in Finland is provided by Findata, the Finnish data permit
authority for the social and health care data, operating under the Ministry of Social Affairs and Health.’
Findata issues permits to process: i) data maintained by several public social and health sector
controllers, including those that transferred the right to issue permits to Findata itself; ii) register data
of private social and health service providers; iii) data stored in Kanta services.® Findata is responsible
to pre-process and combine data covered by a permit, which the pseudonymization and anonymization

of registers.

Findata maintains an expanding list of ready-made registers. Ready-made registers are pre-compiled and
pre-processed datasets ready to be quickly made accessible without the need for cost estimates or
extraction fees from controllers. Currently ready-made registers at Findata fall under two groups:
FinRegistry and COVID-19. FinRegistry consists of the registry data collected in the FinRegistry
research project and the research data generated from them. The material includes data from Digital
and Population Data Services Agency (DVV), Cancer Registry, Finnish Centre for Pensions (ETK),
Kanta services, Kela, THL, and Statistics Finland, insofar as the data is covered by the Act on
Secondary Use. Overall, Findata contains over 20 datasets and covers data from several decades.

On top of ready-made registers, Findata handles applications to access non-ready-made social and
health care data maintained by the social and health controllers that fall under Findata permits.’
Moreover, Findata can combine external data sources under the Secondary Use Act.® These include
data collected by researchers or data accessed via another valid data permit. See section 7.3 for more
information on linking external data sources.

7.2 Data permits

Findata and individual data controllers can issue and amend data permits. The first case applies
whenever the application involves combining data from multiple controllers covered by the Act. Data
requests are submitted to Findata via its online portal. Importantly, some public controllers have
transferred the right to issue permits to Findata, so that Findata can issue permits on their behalf under
the Act on Secondary Use. In these cases, Findata processes all permit applications related to these
controllers’ register data. A major controller that falls into this category is the Finnish Institute for
Health and Welfare (THL), which provides several registers accessible via a Findata permit.” In practice,
the system is highly centralized, with Findata acting as a central node when it comes to applications to
access health data registers.

Of equal importance, and particularly relevant for linking external data sources, is the legal limitation
that prevents Findata from receiving permit authority from all public controllers. In other words,

> Findata activities are defined by the Act on the Secondary Use of Health and Social Data (Ministry of Social Affairs and
Health, 2019).

¢ Kanta services are a set of digital services that store and use citizens' social welfare and health care data.

" See Findata’ Data page.

¥ Sensitive data, such as self-collected survey data or data generated via experiments, require an ethical approval from an
institutional review board.

° THL reserves the tight to issue data permits for internal administration and the THL Biobank data permits.
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https://findata.fi/en/data/
https://stm.fi/documents/1271139/1365571/The+Act+on+the+Secondary+Use+of+Health+and+Social+Data/a2bca08c-d067-3e54-45d1-18096de0ed76/The+Act+on+the+Secondary+Use+of+Health+and+Social+Data.pdf?t=1559641328000

Findata cannot issue permits for data from all controllers covered by the Secondary Use Act. A leading
example of is Statistics Finland. In practice, researchers interested in linking Statistics Finland’s
registers to Findata’s registers need to obtain a permit from Statistics Finland, not from Findata." We
will return to the dual nature of the Finnish environment in terms of accessing register data when
discussing data linkage in Section 7.3.

A permit can be issued exclusively for the purposes laid down in law, which for individual-level data are
scientific research, statistics, education, and planning and reporting duty of an authority. As a rule, the
Secondary Use Act applies to register-based studies, that is, studies that use register data collected for
other purposes or national registers." Moreover, every data permit needs to apply the GDPR
minimization principle, which requires to disclose only for data essential to answer to the question
included in the proposal. While the application documents are confidential, decisions and permits
granted by Findata are public. This is also to facilitate the exercise of the right to opt out on the part of

project participants.

Data protection officers at Findata process the data application and evaluate it based exclusively on
legal grounds. They can request additional information or modifications to the application or reject it
altogether (to which decision the applicant has the right to appeal). When a permit is issued, then the
data is extracted by the controllers and securely sent to Findata. As mentioned, Findata pre-processes,
pseudonymize and links the data sources covered by the permit. This is done by removing all direct
identifiers (e.g.,, name and surname, tax-authority personal identity numbers) and by creating a pseudo
identifier. Pseudo identifiers uniquely identify individuals over time and across registers; they can be
used to link information from several registers and to construct family networks within and across

generations.

7.3 Linking data sources

Registers whose access is covered by Findata can be combined with external data sources that the
applicant is in possess. These can be other registers. The researcher needs to have the right to process
the external data sources via a separately issued data permit from the data controller that specifies the
use of the data in relation to the Findata registers combined in the same application. Having such data
permit from the data controller does not automatically guarantee access to the combined data, as this
decision must be taken by Findata after making the data protection (and data minimization)

considerations required to release a Findata permit.

Importantly, if the data controller is Statistics Finland, then the whole permit must be applied from
Statistics Finland. Suppose for instance that for specific research question a researcher needs to access
individual data on hospitalizations and drug purchases (covered by Findata) and link these to individual
data on employer (covered by Statistics Finland). In this example, it is not possible to have a permit
issued by Findata that comprises the use of Statistics Finland’s registers as external data source. Instead,
the researcher needs to i) obtain a permit to use the health data from Findata, ii) apply for a data permit
at Statistics Finland, asking Statistics Finland to pseudonymize and combine Findata’s registers, which
will be access from Statistics Finland’s servers. In other words, a permit at Statistics Finland can cover

1 Other examples of public controllers that cannot transfer their permit authority to Findata are the Digital and
Population Data Services Agency (DVV) and the Finnish Centre for Pensions (ETK).
" Clinical and medical trials do not fall under the Secondary Use Act.
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the access to Findata registers (and those covered other controllers, such as DVV, ETK), but the

opposite is not true.

Statistics Finland’s data access process resembles that described here, but there are some notable
differences.”” For instance, Statistics Finland’s interpretation of the GDPR is stricter than Findata’s.
Register data can only be accesses from within the EU and EEA in the case of Statistics Finland,
whereas under specific conditions it can occur from outside of it in case of Findata permits (see next
section). It is also worth stressing that registers at Statistics Finland can generally never leave Statistics
Finland’s secure environments. On the other hand, as explained below, Findata permits can in principle
allow data access from local servers if the applicant can prove that the level of data protection meets
the same protection existing via Findata’s remote access system. While setting up local systems for
projects covered by Findata permits is a rather complex, costly, and time-consuming process, it shows a
fundamental difference between the rules covering the permits issued by Findata and Statistics Finland.

7.4 Accessing and processing the data

Individual-level data must always be accessed and analyzed in a secure environment. The primary way
to access individual-level data is through Findata’s secure processing environment, Kapseli. However,
under the Act on the Openness of Government Activities, data can also be disclosed to other approved
secure environments if necessary. In this case, the processing environment must follow Findata’s
regulation specifying the information security requirements used for secondary use of social and health
data. In practice, the processing environment must be certified by a data security assessment body. The
current regulation allows for alternative options, ranging from a secure space with an isolated computer
to cloud-based solutions. Foreign researchers’ processing environments must comply with these
requirements and obtain internationally recognized security certifications, verified by an approved
Finnish assessment body. As a rule, the processing environment should have the same level of

information security as Findata’s own operating environment.

By default, the processing of personal data from abroad is considered a transfer of personal data, even
if the data is in a remote access environment. However, this assessment can vary depending on the
affiliation of the data processor and of the data controller. If the data processor is employed by a data
controller located within the EU and EEA (EU Member States, Norway, Liechtenstein, and Iceland),
then processing from abroad is 7of considered a data transfer, and the processor may access the data
from outside the EU/EEA.

Under the EU’s General Data Protection Regulation (GDPR), data can be transferred within the EEA
under the same conditions as within Finland. For data transfers or processing outside the EEA (third
countries), there must be a legal basis as outlined in Chapter V of the GDPR. Consider the following

example:

e Findata has granted a data permit covering datasets from HUS, Pirha, and Varha.
e The permit states that the data processors are employees of HUS, Pirha, and Varha, whereas the
data controller of the dataset is HUS.

e The data is processed within Findata’s secure Kapseli environment.

12 See also Lombardi (2025a) for more information on the rules and process to access register data at Statistics Finland,
and Lombardi (2025b) for a parallel description of the Swedish system.
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e Then, if the data processors travel to the United States for a conference:
o An employee of HUS can process the data remotely via Kapseli from the U.S,, since
they are employed by the data controller.
o Employees of Pirha and Varha, however, are not employed by the data controller
(HUS), meaning they cannot process the data in Kapseli from the U.S. without a legal
basis under Chapter V of the GDPR.

When it comes to data processing and exporting, data must always be processed to preserve anonymity.
and Findata must ensure that results are anonymous before exporting them from a secure environment.
Researchers that want to export data from a secure environment must make sure that each cell in a
table or underlying a graphical output is based on frequencies of at least 3 units. Moreover, results
cannot identify any individuals, either directly or indirectly.

As such, the Finnish system offers a clear example of how data protection requirements can be fulfilled
while granting access to register data. This balance is achieved in agreement with National and EU laws,
while allowing researchers to access very detailed, individual-level information. As Finland, Italy and the
other EU member states must abide by the GDPR and could even take inspiration from the Finnish
system when considering whether to open administrative data access for research purposes.

It is important to recall that the current status-quo was reached in a stepwise fashion, building trust on
the institutions. Therefore, importing the Nordic model in other settings should likely be made in steps.
Fortunately, the Finnish system itself embeds and suggests alternative ways to reach the end goal of
granting access to administrative registers. First, data access can alternatively occur via the Kapseli
system or by sending the data to a secure environment. If policy makers deem too impractical (or even
risky) the latter option, then having a fully centralized data access system appears to be a viable
alternative. Second, Finland offers an example of dual system, where different broad categories of
registers can be accessed via either a Findata permit or via a Statistics Finland’s one. There are pros and
cons for having a dual system. For instance, from the perspective of a researcher it is not always
practical to navigate a dual system. At the same time, data experts at Statistics Finland and at Findata
can fully specialize on (and improve the offer of) specific data sources in ways that would not be
achieved in a fully unified setting,

7.6 Accessing health registers in Denmark

Although in the European Union (EU) the General Data Protection Regulation (GDPR) has
introduced stringent protections for personal data, with significant implications for biomedical research
and precision health initiatives, Denmark represents a leading model in the responsible and innovative
use of individual health data for scientific and clinical purposes. The Danish healthcare system is widely
regarded as a global leader in the digitalization of health services and the effective governance of
personal health data. Its success is rooted in decades of strategic investment, technological innovation,

and a strong societal commitment to transparency and trust in public institutions (Healthcare Denmark,
2024; OECD, 2019).

At the core of Denmark’s digital health ecosystem is the Civil Registration Number (CPR) system,
implemented in 1968. This unique identifier enables the linkage of individual data across diverse public
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sector databases, including healthcare, social services, and demographic registries. The CPR system
allows healthcare providers to access comprehensive, longitudinal patient histories, thus enabling
continuity of care across general practice, hospital services, and municipal care (Healthcare Denmark,
2024; Schmidt et al., 2019).

Sundhed.dk, Denmark’s national e-health portal, plays a central role in citizen engagement, offering
individuals secure, online access to their health records, laboratory results, prescriptions, referrals, and
appointment schedules. Citizens also can track who accesses their health data, bolstering transparency
and reinforcing public trust (Healthcare Denmark, 2024; Andreassen et al., 2020). The Shared
Medication Record (FMK) further enhances safety by ensuring that all prescribing healthcare
professionals operate from a single updated record, dramatically reducing medication errors and
adverse drug interactions (Healthcare Denmark, 2024).

Interoperability is a fundamental principle of Denmark’ healthcare system. MedCom, a non-profit
organization owned by the Ministry of Health, regional authorities, and municipalities, ensures that IT
systems across healthcare sectors are compatible and that data can be securely exchanged between GPs,
hospitals, pharmacies, and municipal services (MedCom, 2022). The National Service Platform
facilitates secure, standardized access to national databases, ensuring that healthcare providers and
researchers can utilize rich, integrated data sources without compromising data security (Healthcare
Denmark, 2024).

In addition to clinical applications, Denmark has excelled in enabling the secondary use of health data
for research and policy planning. The Danish Health Data Authority manages a national research
platform where de-identified data can be analyzed in secure environments without individual-level data
export. These systems are compliant with GDPR requirements and ensure ethical oversight through
dedicated review committees (Legido-Quigley et al., 2024). Denmark’s model thus aligns with the FAIR
(Findable, Accessible, Interoperable, Reusable) principles critical for modern health data management
(Wilkinson et al., 2016).

Moreover, decentralized clinical trials have become a priority through initiatives like the Personalized
and Decentralized Clinical Trials (PACT) project. This approach enables participants to contribute to
clinical research remotely, using telemedicine, wearables, and digital health platforms, thereby increasing
diversity and inclusivity in research cohorts (Healthcare Denmark, 2024; Dorsey & Topol, 2020).

To enable healthcare data exchange and advanced analytics, Denmark relies on the National Service
Platform, which connects local IT systems to national registries such as the National Patient Registry,
the Cancer Registry, and the Prescription Registry. These national registries are accessible to healthcare
professionals under strict governance rules, allowing them to retrieve a comprehensive view of patients’
health profiles while ensuring data security and compliance with privacy legislation (Healthcare
Denmark, 2024).

These advancements are framed within Denmark’ broader vision for 2024-2027, emphasizing a
“digital and technological first” strategy. This strategy aligns national objectives with European
initiatives, preparing Denmark to actively participate in the European Health Data Space (EHDS),
which aims to create a pan-European infrastructure for primary and secondary health data use while
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ensuring privacy and security through mechanisms such as secure processing environments, patient
opt-out options, and standardized interoperability requirements (European Union, 2025). Recent
strategies, such as Denmark’s Digital Health Strategy 2022—-2026, emphasize a “digital and technological
first” vision to address healthcare system challenges, including workforce shortages, aging populations,
and the growing burden of chronic diseases (Danish Ministry of Health, 2022). This strategy aims to
expand telemedicine, integrate artificial intelligence (Al) into clinical workflows, and prepare the
national infrastructure for participation in the forthcoming European Health Data Space (EHDS). The
“Coherent Health Network for All” initiative focuses on integrating services across hospital, general
practice, and municipal care to create seamless patient pathways. Meanwhile, the PACT project
(Personalized and Decentralized Clinical Trials) aims to decentralize clinical trial participation,
leveraging digital technologies to allow patients to contribute data from their homes through wearables,
teleconsultations, and digital platforms, thus expanding research inclusivity and diversity (Healthcare
Denmark, 2024).

International comparisons further highlight Denmark’s achievements. According to the OECD (2019),
Denmark ranks among the top countries globally in terms of electronic health record adoption, citizen
access to digital health services, and secure secondary use of health data for research. However, experts
caution that maintaining public trust will require continuous transparency about data use, robust
cybersecurity protections, and clear governance structures (van Panhuis et al., 2014).

In conclusion, Denmark’s healthcare system offers a model of how national policies, technological
interoperability, and citizen-centric governance can create a resilient, efficient, and equitable digital
health ecosystem. Through the strategic integration of primary clinical data and secondary research
data, Denmark continues to foster innovation, support evidence-based policymaking, and lead global
efforts toward realizing the potential of data-driven healthcare.

8. Conclusions

The COVID-19 pandemic underscored the critical importance of reliable, accessible, and high-quality
public health data for shaping effective health policies and managing crises. As demonstrated by
Ortiz-Prado et al. (2023) and Zhang et al. (2023), the availability of timely and robust data directly
influences the development of healthcare strategies, particularly in emergency contexts. Johannesson et
al. (2023) further emphasize the need for globally coordinated and comprehensive data systems that

transcend national boundaries, enabling more effective responses to global health challenges.

The strategic utilization of health data stands at the intersection of technological innovation, public
health advancement, and ethical governance. As this chapter has shown, health data holds
transformative potential across multiple domains, from enhancing eatly detection and personalized
medicine to promoting health equity and improving systemic resilience. Yet, despite technological
advancements and the proliferation of digital infrastructures, substantial barriers remain to fully
exploiting this potential, particularly in contexts where privacy regulations impose significant
constraints on data reuse.

The European and Italian regulatory frameworks, while founded on the legitimate goal of protecting

individual rights, have often introduced complexities that inhibit the secondary use of health data for

research and innovation. The General Data Protection Regulation (GDPR), the Data Governance Act,

and the upcoming European Health Data Space (EHDS) represent critical steps toward harmonizing
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data governance across Europe. However, as evidenced by the Italian experience, national
interpretations and administrative fragmentation continue to hinder progress, requiring additional
efforts toward operational clarity, infrastructural investment, and institutional coordination.

Moreover, successful models such as those in Finland and Denmark demonstrate that it is possible to
reconcile strong privacy safeguards with dynamic, research-friendly health data ecosystems. These
examples underscore the importance of centralized governance, interoperable systems, and secure data
access platforms in enabling evidence-based policymaking and scientific discovery while maintaining
public trust. Initiatives such as Findata in Finland and the comprehensive digital health infrastructure in
Denmark reveal that a balance between data protection and data utility is not only achievable but
essential for the future of healthcare.

Though not discussed in this article, emerging solutions—including the use of synthetic data, secure
processing environments, and federated learning models—further suggest pathways for overcoming the
longstanding “know-do gap.” These innovations offer opportunities to leverage data without
compromising privacy, enabling more inclusive, equitable, and effective health interventions. These
approaches enable analytical insights to be drawn from real-world data while minimizing the risk of
privacy breaches. By allowing researchers to work with realistic data representations or to train models
across decentralized datasets without transferring them, such methods can significantly mitigate legal
and ethical constraints. Although not discussed in detail here, these innovations represent a critical
frontier in enabling the responsible and scalable use of individual-level health data for public interest
research.

Ultimately, achieving a sustainable and ethically sound health data ecosystem requires not only
regulatory adjustments but also cultural change: a renewed commitment to data stewardship,
transparency, and cross-sector collaboration. If adequately supported by coherent policies and robust
infrastructures, health data can become the foundation of a resilient, adaptive, and learning healthcare
system capable of addressing both current and future health challenges.
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